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HABYAJBHHUNW MNJAH / CURRICULUM
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ITepmmnii (0akanaBpcbKHii) piBeHb BHIOI OCBiTH First (Bachelor) level of higher education
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Field of Knowledge F Information Technologies

CrneniajpHicTh
Specialty

FS Kibep0e3neka 3a 3axuct iHopmanii
FS Cyber Security and Information Protection

OcBiTHbO-nIpOdeciiiHa mporpama
Educational and professional program

«CHcTeMH TeXHIYHOT0 3aXUCTY iH(popManiin»
«Information Security Systems»

®opma oprasisauii 0OCBITHbLOI0 Mpouecy - IeHHa
The form of organization of the educational process is full-time

I'padix HaBuanbHoro mpomecy / Schedule of the educational process

3ATBEP/’)KYIO / 1 APPROVED

B.o. pextopa XHYPE / Rector of KNURE
b Irop PYBAH/Igor Ruban

« 28 » 02 20 25 poky / year

Ksanidikanis / Qualification
bakanasp 3 Ki0ep0Oe3neku Ta 3aXucTy

ingopmamnii / Bachelor of Cyber Security and

Information Protection

TpuBanicTs 0cBiTHBOI IpOrpamu /

Duration of the educational programme

3 poku 10 micsauiB

3 years 10 months
Beryn Ha 0a3i: / Access based on:
NMOBHOI 3arajabHoi cepeanoi ocsiTu (3 pisens HPK) /

complete general secondary education (NQF level 3)
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By ta o0csr HaBUYaIbHUX

JloriuHa mociiIoBHICTh OCBITHIX koMIOHEHTIB / Logical sequence of educational components
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IUKJI 3ATAJIBHOI TA CHEUIAJIBHOI (PAXOBOI) MIAIOTOBKH / GENERAL AND SPECIAL (PROFESSIONAL) TRAINING CYCLE
I'ymaniTapHi Ta conianbHo-eKOHOMIYHI qucuumliing (000B’s13koBi) / Humanities and socio-economic disciplines (required)
 Ocroni mpaza / 1 2 60 | 24| 10 [10fo| 4] 36 |10]10 4 ®in. / Phil
Basics of Law
o |Ypainceke paxose mopnen / 2 4 120 48| 20 |20] 0| s | 7 20 | 20 8 Vip. / Ukr..
Professional Ukrainian Language
3 |Pinocodii / 3 4 120 | 48 | 22 | 18] 0] 8] 72 22 | 18 8 ®in. / Phil
Philosophy
g |Mrosemra mosa / 4 1,2,3 8 240 | 216 | 0 |200] 0 [16] 24 50 4 50 4 50 4 50 4 IM / FL
Foreign Language
5 [/KpaIHCEKa MOBA AK IHO3CMHE / 4 §.2.3 12 60 12 20 4 20 4 20 4 Vip. / Ukr.
Ukrainian as a Foreign Language
VYkpaincbka MOBa K iHO3eMHa /
* .. . : 20 4 VYkp. / Ukr.
6 Ukrainian as a Foreign Language ! P
di3nyHe BUXOBaHHS (32 paXyHOK BUIBHOTO Yacy
. : L : ®BC/PES
! crynenTiB) / Physical Training (in students’ free time) 0
BCbHOI'O / TOTAL 18 540 | 336 52 |248| 0 | 36| 204 | 10| 60| O 8 2070 0 12 22168 0 12 0 (50| 0 4 0(0] O 0 0(0]O0 0 0(0] 0 0 0(0] 0 0
Ilpupoanunyvo-naykoBi (pynnamentanabhi) gucuuiiinu (000B’sa3koBi) / Natural and scientific (fundamental) disciplines (required)
8 |Buma matemaruka / Advanced Calculus 1,2 12 360 | 180 80 76 1 0 | 24 ] 180 | 40 | 38 12 40 | 38 12 BM / HM
: : D1
9 |®isuka / Physics 2 1 6 180 | 90 | 40 [18]20[12] 90 |20|10|12] 6 |20 8] 8] 6 I3icH |
Physics
BCbHOI'O/ TOTAL 18 540 | 270 | 120 | 94 | 20| 36| 270 | 60 | 48 | 12 18 60 | 46 | 8 18 0(0] O 0 0(0] 0 0 0(0] O 0 00O 0 0(0]O0 0 0(0]O0 0
I'ymaniTapHi Ta coniajibH0-eKOHOMIYHI qucuumIing (BuOipkoBi**) / Humanities and socio-economic disciplines (optional**)
BCBHOI'O/ TOTAL 6 180 | 72 36 24 12| 108 18 | 12 6 18 | 12 6




Jucuuniiny 6a3oB0i (mpodgeciiinoi) miAroToBKM 3a cneniaabHicTIO (000B’s13Kk0BI) / Basic (professional) training disciplines by specialty (required)

10 Beryn no cnemianibHOoCcTi / Introduction to the Field of 4 120 56 73 2 ol s 64 2wl 8|12 2 K[ / DIE
Study
11 |Onepamiitai cuctemu / Operating Systems 4 120 | 56 26 6 | 16| 8 64 | 26| 6 | 16 8 IKT / DIE
12 |Indopmartiitni rexnosnorii / Information Technology 4 120 | 56 26 6 | 16 8 64 26| 6 | 16 8 IKI / DIE
CriemianbHi PO3UTH MaTeMaTHKHU JUTsl KibepOe3nexu / KPiCT3I/
13 Applied Mathematics for Cybersecurity 4 1201 56 32 1o f o3 64 3216 8 CRETISS
14 |Apxitextypa KC / Architecture of computer systems 4 120 | 56 26 6 |16 8 64 26| 6 | 16 8 IKI / DIE
: . . KPiCT3I/
15 |Cxemorexnika / Circuit Engineering 4 120 56 26 6 |16] 8 64 26| 6 | 16 8 CRETISS
16 [Ocrosu Teopii kin / Basics of Circuit Theory 4 120 | s6 | 24 | s |16] 8| 64 4|8 16| 8 KPICT3I/
CRETISS
EnexrpopanioBumiproBanns / Electrical and Radio KPiCT3I/
17 Measurement 4 120 | 56 26 6 |16 8 64 26| 6 | 16 8 CRETISS
18 |IIporpamyBanus. Yactuna 1 / Programming. Part 1 5 150 | 70 26 14120110 80 [26| 14| 20 10 [H® / INF
19 |[IporpamyBanns. Yactuna 2 / Programming. Part 2 4 120 | 56 24 8 16| 8 64 24| 8 | 16 8 [H® / INF
: 2KP/
20 |ITporpamyBanus. Yactuna 2 / Programming. Part 2 >CP 1 30 0 0 0 01 2 28 2 [H® / INF
21 |O0 exrHo-opienToBane nporpamysaiis / Object- 4 120 | s6 | 24 | 8 |16| 8| 64 24| 8 | 16| 8 IKI / DIE
Oriented Programming
0y Kpoc—nnaT.(bopMHe nporpamyBanHs / Cross-Platform 4 120 | 56 24 g 116l 3 64 2l s |16 2 K] / DIE
Programming
23 |besneka xutreaispHocTi / Life Safety 3 90 42 18 6 |12] 6 48 18| 6 | 12 6 IKT / DIE
24 |Exonomika Ta 6i3Hec / Economics and Business 3 90 42 18 181 0| 6 48 18 | 18 EK/EC
HopmaTtuBHO-11paBoBe 3a0e3nedeHHs 1H(POpMaIliitHOT KPiCT31/
25 |6e3neku / Regulatory and Legal Support of 4 120 56 28 4 116 8 64 28| 4 | 16 8
: . CRETISS
Information Security
2% Teopm iHpopMmariii Ta komyBaHHs / Information and 4 120 56 24 2 6| 3 64 2wl s |16 2 K] / DIE
Coding Theory
27 Teopm iHopMmariii Ta koxyBaHHs / Information and 4KP / | 30 0 0 olol2? 73 ) IKI / DIE
Coding Theory 4CP
73 pra]'SJ'IlHH}I iHpopmariiiHoro Oe3nekoro / Information 4 120 | 54 18 4 |oal g 66 181 4 |24 2 K[ / DIE
Security Management
29 |MopmaLitHo-koMyHiKaulifii cictemi / Information 9 270 | 130 | 60 | 20 |32] 18] 140 30/10|16| 9 |30|10|16| 9 IKI / DIE
and Communication Systems
BCBbhOI'O / TOTAL 78 2340 | 1066 | 478 | 160]|276]|156] 1270 | 80 | 28 | 48 26 66 | 22 | 44 24 |108| 36 | 48| 32 |104| 32| 64| 35 |58 | 14| 32 17 | 44|10 40| 16 | 18| 18
PA3OM (HopMATHBHi IMCHHUTLTIHH) 120 3600 | 1744| 686 | 526]296|240| 1852 [ 150|136 60 52 146|138 52 54 (130|104 48| 44 |104( 82| 64| 39 |76|26|32| 23 6222|140 | 22 |18 | 18




IUKJI MPO®ECIMHOI MIATOTOBKH / CYCLE OF PROFESSIONAL TRAINING

Jucunmuting npodeciiiHol Ta NPAKTHYHOI NIATOTOBKH 32 OCBITHBHOIO MporpamMoro (000B’sa3koBi) / Disciplines of professional and practical training according to the educational program (required)

EnemenTtHa 6a3a cydacHoi enektpoHiku / Element KPiCT3I/
30 Base of Modern Electronics 3 20 42 24 2foqe il Il Rl 6 CRETISS
Teopis kin, curnanis ta nporecis B T31/ Circuit KPiCT31/
31 |Theory, Signals and Processes in Technical 2 6 180 | 84 44 121161 12] 96 221 6 | 8 6 221 6 | 8 6 CRETISS
Information Security
Antenu B cucremax T31/ Antennas in Technical KPiCT3I/
32 Information Security Systems 3 20 42 22 618]° 48 22168 0 CRETISS
Cxemorexnika npuctpoiB T3I / Circuit Engineering of KPiCT3I/
33 Technical Information Security Devices 4 120156 28 81128 64 28| 8112 8 CRETISS
Cxemorexnika npuctpoiB T3 / Circuit Engineering of SKP/ KPiCT3I/
34 Technical Information Security Devices 5CP 1 30 0 0 01902 28 2 CRETISS
Mertonu Ta 3acobu 3axucty iHpopmarrii. KPiCT3L/
35 |Yactuna 1 / Information Security: Methods and Tools. 5 150 | 70 32 8 1201 10| 80 32 8 |20 10
CRETISS
Part I
Metoau Ta 3acobu 3axucty iHpopmariii. KPiCT3I/
36 |Yacruna 2 / Information Security: Methods and Tools. 6 180 | 84 44 8 120] 12| 96 441 8 | 20 12
CRETISS
Part 11
Mertonu Ta 3acobu 3axucty iHpopmarrii. :
37 |Yactuna 2 / Information Security: Methods and Tools. OKP / 1 30 0 0 010} 2 28 2 KPICT3I/
6CP CRETISS
Part II
Texuiuni 3acobu oxoponu 00 exTiB / Technical KPiCT3I/
38 Facilities for Objects Security 4 1201 56 24 s 1168 64 241 8116 8 CRETISS
Opranizaiiitne 3a6e3neuenns T3/ Organizational KPiCT3I/
39 Support of Technical Information Security 4 120 36 26 6 [16] 8 64 261 6116 8 CRETISS
41 |Pesmexa IHpOPMALIHHIX Ta KOMyHIKALITHIX CHCTEM / 4 120 s6 | 26 | 6|16 8| 64 26| 6 | 16| 8 BIT / ITS
Security of Information and Communication Systems
Kpunrorpadiunuii 3axuct indopmartii / KPiCT3I/
42 Cryptographic Information Security 4 120156 24 st ® o4 2418116 8 CRETISS
[IpoekTyBaHHS cUCTEM 3aXHCTy 1HPopMaIlii / KPiCT3I/
43 Information Security Systems Design 4 12071 56 24 o Il 64 241 8|16 8 CRETISS
Kommnekchuii kypcoBuii mpoekt / Complex Course TKI1/ KPiCT3I/
44 Project 7CP 2 20 4 0 01014 84 4 CRETISS
: : . KPiCT3I/
45 |Bupobuunua npaktuka / Industrial Practical Training 6 4.5 135 135 9 CRETISS
. : .. KPiCT3I/
46 |Ilepenarecraniitna mpaktuka / Pre-Diploma Training 8 4.5 135 135 9 CRETISS
e , : KPiCT3I/
47 |KBamikariitna podota / Bachelor’s Thesis 6 180 180 12 CRETISS
BCbHOI'O/ TOTAL 66 2010 | 662 | 318 | 90 |156|102| 1342 [ 24 | 12| 0 6 22 6 | 8 6 22 6 | 8 6 22 6 | 8 6 60 | 16 [ 32| 20 |44 | 8 (20| 23 |52 (12 (32| 20 |72|24 |48 | 45




Jucuuniiay npodgeciiHol Ta NPAKTUYHOI MIATOTOBKHY 32 OCBITHLOIO Mporpamoro (Budipkosi**) / Disciplines of professional and practical training according to the educational

program (optional*¥)

EnexTpoxuBIeHHS paioeIeKTPOHHOI arapaTypH / PTIKC /
48 Power Supply of Radio Electronic Devices 3 3 20 48 30 0112 42 30 12 RTICS
. .. : KPiCT3I/
49 |Kibepririena/ Cyber Hygiene 3 3 90 48 30 0|12 42 30 12 CRETISS
bioMeTpruHi TEXHOJIOT1T KOHTPOIIO JOCTYIY / KPiCT3I/
>0 Biometric Technologies of Access Control 3 3 20 48 30 0112 42 30 12 CRETISS
Cuctemu 6ankiBchkoi 0e3neku / Banking Security KPiCT3I/
51 Systems 3 3 90 48 30 0|12 42 30 12 CRETISS
[IpoekTyBaHHSs MPUCTPOIB HA MIKPOKOHTpOJLIEpax 1
[JTIC. MATLAB 1 VHDL / Design of PLD-Based MTC/
22 and Microcontroller Devices. Modelling of Digital 4 3 70 48 12 10-f 20 42 12110120 MTS
Signals by Using MATLAB and VHDL
[Tporpamue 3a06e3neveHHs IHKEHEPHUX PO3PAXYHKIB / MTC/
>3 Math Software for Engineering Calculations 4 3 20 48 12 10-f 20 42 12110120 MTS
OcHoBu o0Oy0BU HeliponHux Mepex / Fundamentals PTIKC /
>4 of Building Neural Networks 4 4 1201 56 24 8|10 o4 2418116 RTICS
" . PTIKC /
55 [IaTepHet peueit / Internet of things 4 4 120 | 56 24 8 |16 64 241 8 | 16
RTICS
[IpoekTyBaHHs MPUCTPOIB HA MIKPOKOHTpOJIEpax 1 MTC /
56 [TIJIIC. Mikpokontposiepu / Design of PLD-Based 5 4 120 | 56 12 0 | 36 64 121 0 | 36
: . . MTS
and Microcontroller Devices. Microcontrollers
OSINT iHCTpyMEHTH 11J1sl BBEICHHS PO3BIJIKH Ta KPiCT3I/
57 |3axucry iHpopmarii / OSINT Tools for Intelligence 5 4 120 | 54 20 10 | 16 66 20 10 | 16
: : CRETISS
and Information Protection
3acobu npuitomy Ta 00pooku iHbopmartii B CT31/ KPiCT3I/
58 |Equipment for Information Reception and Processing 5 4 120 | 56 24 8 | 16 64 24| 8 | 16
. : . : CRETISS
in Technical Information Security Systems
3acobu nepenaBanus iHdopmarii B CT3I / Information KPiCT3L/
59 | Transmission Equipment in Technical Information 5 4 120 56 24 8 | 16 64 24| 8 | 16
: CRETISS
Security Systems
[IpoekTyBaHHS MPUCTPOIB HA MIKPOKOHTpOJIEpax 1 MTC /
60 [TUIIC. ITUIIC / Design of PLD-Based and 6 4 120 | 56 12 0 | 36 64 12 36
: : MTS
Microcontroller Devices. PLD
. PTIKC /
61 |RFID Texnonorii / RFID Technologies 6 4 120 | 56 24 8 |16 64 24 16 RTICS
Enexrpomarnitaa cymicHicts CT3I / Electromagnetic KPiCT3I/
62 |Compeatibility of Technical Information Security 6 4 120 | 56 24 8 | 16 64 24 16
CRETISS
Systems
. PTIKC /
63 IMEMS-texnomnorii / MEMS Technologies 6 4 120 | 56 24 8 | 16 64 24 16 RTICS
3acoou T3I MiKpOXBUIBOBOI'O T ONITHYHOTO KPiCT3I/
64 |miama3oniB / Technical Information Security 7 3 90 48 24 6 12 42 24 12
. . : CRETISS
Equipment for Microwave and Optical Ranges
Mepexi Ta cuctemu pasionoctymy / Radio Access KPiCT3I/
65 Networks and Systems ! 4 1201 36 24 8116 64 24 16 CRETISS
: : : . KPiCT3I/
66 |Pamionpotumis / Radio Counteraction 7 4 120 | 56 24 8 | 16 64 24 16 CRETISS
: : . KPiCT3I/
67 |PaniomackyBanHs / Radio Masking 7 4 120 | 56 24 8 | 16 64 24 16 CRETISS
63 [IpoextyBannst SMART cucrem / Design of SMART 7 3 90 43 30 ol 47 30 12 PTIKC /
Systems RTICS
[TpoexTyBaHHs HUPPOBUX MPUCTPOIB PaAiI03B'A3KY / KPiCT3I/
69 Design of Digital Radio Communication Devices ! 4 1201 42 20 412 78 20 12 CRETISS
[tyunuii inTenekT B kibepoesmnerri / Artificial PTIKC /
70 Intelligence in Technical Information Security ! 3 20 >0 30 011 40 30 12 RTICS
Peanizariis Ta mpoTOTUITYBaHHS MIKPOITPOLIECOPHUX PTIKC /
71 |npuctpoiB Ta cucreM / Implementation and 7 4 120 | 56 24 8 | 16 64 24 16
: . . RTICS
Prototyping of Microprocessor Devices and Systems
72 |Cencopni mepesxi / Sensor Networks 7 4 120 | 56 24 8 |16 64 24 16 P;]I,IIEC S/




73 |ILudposa cxemorexnika / Digital Circuit Engineering 7 3 90 42 20 4 |12] 6 48 201 4 | 12 6 KPICT31/
CRETISS
TeopeTrnyuHi OCHOBH CIeliaIbHUX BUMIPIOBAHb / KPiCT3I/
74 Theoretical Foundations of Special Measurements 8 4 12071 56 24 s lte] 8 64 241 8|16 8 CRETISS
Meronu aganTarii B CT31/ Adaptation Methods in KPiCT3I/
7 Technical Information Security Systems 8 3 20 48 30 O [12] ¢ 42 301012 6 CRETISS
[Tomryk Ta BpoBa»KEHHS IHHOBAIIMHUX TEXHOJIOT1H PTIKC /
76 |aepes crapranu / Finding and Implementing 8 4 120 | 56 24 8 |16 8 64 241 8 | 16 8
: . RTICS
Innovative Technologies through Start-ups
Paniomerpuyni cuctemu HBY nianazony / KPiCT3I/
77 Radiometric Systems of the Microwave Range 8 3 20 48 30 O f12] ¢ 42 301012 6 CRETISS
BCbOI'O / TOTAL 54 1620 | 792 | 348 | 72 |264|108| 828 | 0 [ O | O 0 0] 0[O0 0 60 0 (24| 12 |36 (18 |36| 14 |36 | 8 | 52 16 | 36| 8 52| 16 |126(30| 72| 36 |54| 8 | 28| 14
JAucuuniiga 000B’sA3K0Ba 1Jisl 3100yBaviB BUIIOI OCBITH 40JI0Bi4Y0I cTAaTi (3KiHOY0I cTaTI — JOOPOBLIBLHO)
7g |Pas0Ba sarailbHoBIickKoBa 313 3 9 | 60 | 36 |24 0] 0] 30 36 (24| 0| 0
MIATOTOBKA (TEOpPETUYHA MIJATOTOBKA)
PAIOM AV
SOM (ke npodeciitnol marorosicu) / 144 4350 | 1728 796 | 250|432]|258| 2612 |104| 40 | 48 | 32 |88 |28|52| 30 [130|42|56| 38 [12638|72| 41 [118{ 30| 64| 37 [88|18|60| 39 |70 |30|32| 26 |72|24|48]| 45
TOTAL (Professional training cycle)
PA3OM (000B’s3xk0Bi komMmnonenTu) / TOTAL
. 180 5430 | 2334 968 | 592|452|330]| 3086 | 174|148 | 60 58 168|144 60 60 |152|110( 56| 50 |126| 88 | 72| 45 |118| 30 | 64 37 88 (18| 60| 39 |70(30|32| 26 |72|24|48| 45
(Required components)
KpenuriB y cemectpi / Credits per semester 29.0 30.0 25.0 22.5 18.5 19.5 13.0 22.5
PA3(?M (BuOipkoBi komnonenTn) / TOTAL 60 1300 | s64 | 384 96 12641 120 936
(Optional components)
KpenuriB y cemectpi / Credits per semester 0.0 0.0 6.0 7.0 11.0 11.0 18.0 7.0
BCBHOI'O IJIA IIIAT'OTOBKU BAKAJIABPA / 240 7230 | 3198 | 1352 | 688 716|450 4022
TOTAL FOR BACHELOR'S PREPARATION
KpenurtiB y cemectpi / Credits per semester 29.0 30.0 31.0 29.5 29.5 30.5 31.0 29.5
3ATAJIBHA KIJIBKICTb 'OAUH / TOTAL HOURS 440 432 464 435 397 353 422 293
KIJIBKICTb AYAUTOPHUX I'O/IUH HA TUXKJIEHb / NUMBER OF HOURS PER WEEK 25.9 25.4 27.3 31.1 234 25.2 24.8 26.6
KinbkicTs icnuTiB / Number of exams 3 4 3 4 3 2 3 4
KinbkicTs 3aaikiB / Number of pass 5 4 6 4 3 4 5 3
KinbkicTh KypcoBuX npoekTiB i podit / Number of course projects and works 1 1 1 1 1
* Jlnsa iHo3eMHUX 3/100yBauiB Buioi ocBitu / For foreign applicants of higher education
** Tlepenik BUOIPKOBUX KOMIIOHEHTIB 3allPONIOHOBAHO KaeAporo 1 MOXKe OyTH IOMOBHEHO Y pOO0OYOMY HaBYAJIbHOMY IJIaH1 3 3arajlbHOr0 KaTaJlory BUOIPKOBUX JTUCHUILIIH Y HIBEPCUTETY - y pasi BuOopy 3100yBauamu Buioi ocBity / The list of optional
I[TOT'O/P’KEHO / AGREED
B.o. pexropa XHYPE / Irop PYBAH KepiBHUK POEKTHOI IPyIn —
Acting Rector of KNURE Igor RUBAN 3a CIEIiaIbHICTIO F5 KiGep6esneka 3a 3axuct inpopmarii g Onexciit JIIILIEHKO
Head of the Project group - Oleksii LIASHENKO
Havansuux HB / Anina MIXHOBA specialty F5 Cyber Security and Information Protection
Head of the ED Alina MIKHNOVA
Jexan daxynprety IPT3I/ Henuc I'OPEJIOB HapuanbHuii mian po3po0eHo Ha OCHOB1 OCBITHBO-TIPOGECIHHOI TporpaMu The curriculum is developed on the basis of the educational and professional program
Dean of the Faculty IRTIS Denys HORELOV «lHdpopmartiiiHi paioTeXHOIOT1D» «Information Radio Technologies»
3a CHEIaIbHICTIO F5 Cyber Security and Information Protection by specialty FS5 Cyber Security and Information Protection
3asigyBau kadeapu KPiCT3I/ Jmutpo '”ABBA
Head of the Department CRETISS 2 Dmytro HAVVA JUIst ieporo (6akaaaBpChKOro) piBHS BUIIOI OCBITH for the first (bachelor) level of higher education

VY3romxeno Ha Bueniii paai paxynsrety [PT3I
Agreed by the Academic Council of the IRTIS Faculty

[Ipotokon Bix 23.01.2025 Ne 1
Protocol of 23.01.2025 Ne 1






